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MODEL 

Joshua M Franklin  

‣  Security Engineer – National Institute of Standards and Technology  

‣  MS Information Security and Assurance from George Mason University  

‣  Focus on electronic voting, enterprise mobile security, and cellular security in the 
context of public safety  

 

Michael Peck  

‣  Security Engineer – The MITRE Corporation 

‣  MS Security Informatics from Johns Hopkins University, BS Computer Science from 
the University of Virginia 

‣  Focus on mobile application security, mobile device security, and network security 
protocols 
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STRATEGY 

GOAL 1 
PROVIDE PRACTICAL 
CYBERSECURITY 
Help people secure their data and digital 
infrastructure by equipping them with 
practical ways to implement standards-
based cybersecurity solutions that are 
modular, repeatable and scalable 

MISSION 
ACCELERATE ADOPTION OF SECURE TECHNOLOGIES 
Collaborate with innovators to provide real-world, standards-based 
cybersecurity capabilities that address business needs 

GOAL 2 
INCREASE RATE OF 
ADOPTION 
Enable companies to rapidly deploy 
commercially available cybersecurity 
technologies by reducing 
technological, educational and 
economic barriers to adoption 

GOAL 3 
ACCELERATE INNOVATION 
Empower innovators to creatively 
address businesses’ most 
pressing cybersecurity challenges 
in a state-of-the-art, collaborative 
environment 

VISION 
ADVANCE CYBERSECURITY 
A secure cyber infrastructure that inspires 
technological innovation and fosters economic growth 
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STAKEHOLDERS 

The 
White 
House 

SPONSORS 
Advise, assist, and facilitate 
the Center’s strategic 
initiatives 

TEAM 
Collaborate with innovators 
to provide real-world 
cybersecurity capabilities 
that address business 
needs 

CUSTOMERS 
Collaborate with center on 
project-specific use cases 
that help our customer’s 
manage their cybersecurity 
priorities 

National 
Institute of 

Standards and 
Technology 

U.S. 
Department 

of 
Commerce 

U.S. 
Congress 

Montgomery 
County 

Maryland 
State 

National 
Cybersecurity 

Excellence 
Partnership 

(NCEP) 
Partners 

Tech 
Firms 

Industry 

Academia 

Government 

Project 
Specialists 

Project-
Specific 

Collaborators 

Academia 

Government 

Business Sectors 

Individuals 

Cybersecurity IT Community 

Systems Integrators 

NCCoE 

National 
Cybersecurity 

FFRDC* 

*Sponsored by NIST, the National Cybersecurity Federally Funded Research & Development Center (FFRDC) is operated by the MITRE Corporation 
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NATIONAL CYBERSECURITY EXCELLENCE PARTNERS 



NCCOE MOBILE SECURITY EFFORTS 
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NIST SP 1800-4  
‣  Broadly applicable across much of a sector, 

or across sectors 

‣  Addressable through reference designs built 
in our labs 

‣  Complex enough that our reference designs 
will need to be based on the combination of 
multiple commercially available 
technologies 

‣  Primary goal:  

‣  Enable email, contacts, and calendar  
 
 



MOBILE THREAT CATALOGUE 
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Mobile Threat Catalogue Purpose  
‣  Identify threats to devices, applications, networks, & infrastructure 

‣  Collect countermeasures that IT security engineers can deploy to mitigate threats 

‣  Inform risk assessments 

‣  Build threat models 

‣  Enumerate attack surface for enterprise mobile systems 

‣  Assist in standards mapping activities 
 

Perform a Baseline Review of:  

‣  threat landscape 

‣  mobile security literature 

‣  industry practices 

‣  enterprise protections provided by industry   
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Information Collected Per Threat  
‣  Identified the following information for each threat:  

‣  Threat Category: The major topic area pertaining to this threat. Topic areas are further 
divided when necessary. 

‣  Threat Origin: Reference to the source material used to initially identify the threat.     

‣  Exploit Example: A reference to examples of specific instances of this threat.  

‣  Common Vulnerability and Exposure (CVE) Reference: A specific vulnerability 
located within the National Vulnerability Database (NVD).  

‣  Countermeasure: Security controls or mitigations identified to reduce the impact of a 
particular threat.   

‣  Links to reference materials (talks, publications, academic papers) included 
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APPLICATION  
Mobile applications 

AUTHENTICATION 
Something you know, have, or are  

CELLULAR  
Telecommunications networks  

ECOSYSTEM 
Vendor infrastructure, application 
stores 

MOBILE DEVICE  
Hardware, firmware, OS 

NETWORK INTERFACES 
Wifi, NFC, bluetooth  
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Mobile Device Stack  
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Network Interfaces 
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Mobile Network Infrastructure  
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Additional Mitigations  
‣  The connection between a phone and the base station is 

the air interface 

‣  3 algorithms exist to protect the LTE air interface: Inform 
risk assessments 

‣  SNOW 3G = stream cipher designed by Lund 
University (Sweden) 

‣  AES = Block cipher standardized by NIST (USA) 

‣  ZUC = stream cipher designed by the Chinese 
Academy of Sciences (China) 

 



THE ATT&CK  MODEL ™	
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Adversarial Tactics, Techniques, and Common Knowledge 
(ATT&CK™)	Model 
 

 
 

Image	source:	US	Army	

h7p://www.flickr.com/photos/35703177@N00/3102597630/	

Mr.	Potato	Head	is	a	registered	trademark	of	Hasbro	Inc.	

Persistence	
Privilege	Escala/on	
Defense	Evasion	
Creden/al	Access	
Discovery	
Lateral	Movement	
Execu/on	
Collec/on	
Exfiltra/on	
Command	and	Control 

ATT&CK™	Web	Site:	hFps://
aFack.mitre.org/	

Threat	data	informed	adversary	model,	focused	on	right-of-
exploit,	post-access	phases	

	
Ini/ally	focused	on	enterprise	Windows	PC	environment	

	
‣  Tactics derived from Cyber Attack Lifecycle  

‣  Techniques available to adversaries for each tactic  

‣  Possible methods of detection and mitigation  

‣  Documented adversary use of techniques and software 
 
 © 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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The ATT&CK™ Mobile Profile  
‣  Tactics and techniques used by adversaries to obtain access to mobile device and to then 

make use of that access  
 

 
 

Persistence 
Privilege Escalation 
Defense Evasion 
Credential Access 
Discovery 
Lateral Movement 
Effects 
Collection 
Exfiltration 
Command and Control 

Malicious App Delivered via App Store 
Malicious App Delivered via Other 
Means 
Exploit via Cellular Network 
Exploit via Internet 
Exploit via Physical Access 
Supply Chain 

Obtain Device Access Use Device Access 

Use Cases 
•  Depict tactics/techniques used by specific adversary 

campaigns 
•  Perform gap analysis of defenses 
•  Determine appropriate enterprise threat mitigation and 

detection strategies 
•  Adversarial threat emulation for security testing 
 

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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Mobile Ecosystem 

Mobile devices have security dependencies on the broader mobile ecosystem 
The ATT&CK Mobile Profile reflects this by also describing Network-Based Effects 

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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ATT&CK Matrix Example – Pegasus iOS Spyware 
Depict Adversary Use of Techniques: Obtain Device Access  

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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ATT&CK Matrix Example – Pegasus iOS Spyware 
Depict Adversary Use of Techniques: Use Device Access  

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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ATT&CK Matrix: Network-Based Effects 
Techniques adversaries may be able to use without access to the mobile device itself 

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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Example Technique Entry  

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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Example Mitigation Entry  

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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Example Software Entry  

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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Using ATT&CK for Defensive Gap Analysis  
Obtaining Device Access  

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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Using ATT&CK for Defensive Gap Analysis  
Use Device Access  

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 



29 

Using ATT&CK for Defensive Gap Analysis  
Network-Based Effects 

© 2017 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case Number 17-0836. ATT&CK and ATT&CK Matrix are trademarks of The MITRE Corporation. 
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Bringing It All Together  
‣  NIST / NCCoE is using ATT&CK and the MTC to perform risk assessments  

‣  And create NIST Cybersecurity Framework Profiles  
 

Next Steps 

‣  Update the MTC and ATT&CK  

‣  Soliciting Participation from this community  

‣  NCCoE Mobile Device Security Project  

‣  Mobile Threat Catalogue  

‣  ATT&CK Model  
 

 

 
 


