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OHN LEWIS
FOR CONGRESS

John Lewis is tired of sitting on the sidelines watching his boss, longtime liberal crusader
Max Baucus, get all the credit for advancing President Obama’s out-of-touch agenda,
including ObamaCare. But despite being ObamaCare’s “chief architect,” Baucus hasn’t had
any problem trying to distance himself from the law earlier this year, saying he sees “a huge
train wreck coming.” Will John Lewis put himself at odds with the President now that he’ll
be in the spotlight? Or will he stand by the disastrous bill his boss helped to craft?

John Lewis is bad for Montana:

 After more than a decade working under Baucus, John Lewis has pocketed over
$568,000 of taxpayers’ money

» Lewis has been laying the groundwork for his campaign by visiting every county in
Montana on the taxpayers’ dime

e Lewis has spent nearly 12 years working under Baucus and was a top aide to the “chief
architect” of Obamcare

Photo was taken by Eliza Wiley

Please come back and visit this site to learn more about why Lewis needs to retire
from Washington.

DONATE
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architect” of Obamcare

Photo was taken by Eliza Wiley

Please come back and visit this site to learn more about why Lewis needs to retire
from Washington.

DONATE

Had enough of John Lewis? Sign up Today

First Name* Last Name

Email* Zip Code*

Help Stop John Lewis in his tracks  Tweet |3 (1 Lie BTN

Privacy Policy

Contributions to the Natiofal Republican Congressional Committee
are not deductible as chgritable contributions for Federal income tax

/  purposes.

ional Republican Congressional Committee
d by any candidate or candidate’s committee.
4 www.nrccorg
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Note on Politics & Cybersecurity

This work is party agnostic.

Where possible, we made every attempt to
provide examples from both parties. When we
did not, it was solely because we didn’t have an
example from the other party.



Bona Fides

 Joshua Franklin

— 10+ years experience in election technology at
state & federal levels

— MS Information Security & Assurance
* Kevin Franklin
— Big expertise in big data (15+ years)

— MS Computer Science



Previous Work — 2012 Election

* Presented at Shmoocon 2014

 Found many examples of internet chicanery




http://democraticnationalcommittee.org;

DemocrATICN ATIONALCOMMITTEE ore

* Home Blog Our Party

.’ GOP 2012

DUCK, DODGE and DISMANTLE

In an effort to woo the Tea Party, the Republican
presidential candidates are doing everything they can
to top one another with right-wing rhetoric and

harmful policies. The Democratic National Committee
has leamed the truth about the extreme ideas these

candidates have

National
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@ Make A Donation

THE PARTY STORE

State of the Union DEMOCRATS

President Obama warned in his State of the Union
address Tuesday that the nation's middle class is at
risk because of growing economic inequality, and
argued that the government must do more 1o preserve
the basic American dream
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2014 General Election

Not a presidential election year
1/3 the Senate up for re-election
Entire House of Representatives up for re-election
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Methodology

* Looked for:
— Fake campaign sites and other malfeasance

— Candidates stealing traffic and money from another
candidate

* Wrote tools to find suspect sites

— Scanned every candidate for Senate and House in
2014 (1000+ candidates) + 2016 hopefuls

— Wrote tools to take screenshots and collect WHOIS
information

* Combed through data to identify malicious and
questionable sites

Timeline of Scans: February 2014 — October 2015
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Introducing ElectionBuster.py

* Open source Python tool
* Requires 5 inputs for a candidate

— first name, last name, state of the election, type of
election (e.g., House, Senate), year of the election

* Requests every combination of characters for
a domain

* Uses our templates to be a little smarter

JelectionBuster.py —f Barack -| Obama —e president —s Hawaii —y 2008
JelectionBuster.py —f Mitt -l Romney —e president —s Massachusetts —y 2008



Uses of Election Buster

* |dentify a candidate’s domains
* |dentify typosquatters

* |dentify sites that should be defensively
purchased or acquired

* Predict if someone is thinking about running
for a particular office

— Precognition!

Available at: https://github.com/thorshand/electionBuster




Issues

* Speed

— |t takes 8 - 12 hours to scan each candidate with
my 2008 Macbook using WiFi

— |t takes 5 - 15 minutes per scan with Amazon EC2

* Names with punctuation marks
— O’Malley need to be input as OMalley

* Names and states with spaces
— Remove spaces and concatenate words
— West Virginia is concatenated = WestVirginia



‘ Al Franken — D — MN — Senate

Sample Scan

3 o o b e ok ok ok i ok 3k ok ok i ok ok i o ok ok ok e o ok o ke e ok ok ok ok

Page Exists: http://www.alfranken.com
http://www.alfranken.com, 200

Date: Fri, 17 Oct 2014 22:17:14 GMT

Server: Apache

Last-Modified: Fri, 17 Oct 2014 00:03:50 GMT
Content-Length: 31479

Cache-Control: max-age=3, must-revalidate
Expires: Fri, 17 Oct 2014 22:17:17 GMT
Content-Type: text/html; charset=UTF-8

o o i i ok ok ok i ok ok ok o i ok ok i ok ok ok i ook ok i i ok ok ok Ok ok ok

Page Exists: http://www.alfranken.net
http://www.alfranken.net, 200

Date: Fri, 17 Oct 2014 22:17:14 GMT

Server: Apache

Set-Cookie: is_mobile=0; path=/; domain=www.alfranken.net
X-Host: app-64-13.intern.weebly.net

X-UA-Compatible: IE=edge,chrome=1

Content-Type: text/html; charset=UTF-8

*************************************************+

http://www.alfranken.me, URLError, [Errno -2] Name or service not known
http://www.alfranken.org, HTTPError, 403

http://www.alfranken.biz, URLError, [Errno -2] Name or service not known

http://www.alfranken.info, URLError, [Errno -2] Name or service not known
http://www.alfranken.us, URLError, [Errno -2] Name or service not known

it B T R B H i
ElectionBuster v12 Scan Results:

ittt S B T R S B S H i B
INPUTS = al, franken, 2014, senateminnesota

Total runtime was (1137.5537490844727, 'seconds')
There were 20 positive results.

There were 22677 unique URLs tested.

http://www.alfranken.com
http://www.alfranken.net
http://www.al2014.org
http://www.franken2014.com
http://www.alfranken2014.com
http://www.senatoralfranken.org
http://www.frankenforsenate.com
http://www.frankenforsenate.net
http://www.frankenforsenate.org
http://www.afranken.com
http://www.afranken.net
http://www.alfranke.com
http://www.altfranken.com
http://www.altfranken.net
http://www.altfranken.info
http://www.rlfranken.com
http://www.alfranzen.com
http://www.teamfranken.com
http://www.repal.com
http://www.voteal.com



Cory Gardner — R— CO — Senate

Sample Scan

http://www.corygardner.com, HTTPError, 403
http://www.corygardner.net, HTTPError, 403

http://www.corygardner.me, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.corygardner.org, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.corygardner.biz, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.corygardner.info, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.corygardner.us, URLError, [Errno 8] nodename nor servname provided, or
not known

http://www.cOrygardner.com, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.cOrygardner.net, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.cOrygardner.me, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.cOrygardner.org, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.cOrygardner.biz, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.cOrygardner.info, URLError, [Errno 8] nodename nor servname provided,
or not known

http://www.cOrygardner.us, URLError, [Errno 8] nodename nor servname provided, or
not known

http://www.corygardmer.com, URLError, [Errno 8] nodename nor servname provided,
or not known

HEHHHSH BB BB B B B B R B HH
ElectionBuster v5 Scan Results:

HEHHHSH RSB T BB B R B B
INPUTS = cory, gardner, 2014, senate

Total runtime was (31729.032551050186, 'seconds’)
There were 15 positive results.

There were 23544 unique URLs tested.--------------—---=—---

Positive results:

http://www.corygardnerforsenate.net
http://www.corygardnerforsenate.org
http://www.corygardnerforsenate.info
http://www.coryforsenate.com
http://www.gardnerforsenate.com
http://www.carygardner.com
http://www.corigardner.com
http://www.coreygardner.com
http://www.rorygardner.com
http://www.rorygardner.net
http://www.rorygardner.us
http://www.cobygardner.com
http://www.codygardner.net
http://www.teamcory.com
http://www.teamgardner.com




Results

Scanning was a multi-year project

Now have lots of log files and screenshots
taking up Google’s cloud storage

Lots of results for non-election related pages
— False positives everywhere
— Lots of parked domains

Didn’t find a lot of malicious activity
— Found mostly slanderous sites

No statistical analysis



Slanderous Sites

We call this mukraking

— Someone purchases a domain that people are
likely to visit

— Places negative information

These sites may be blogs from citizens, or sites
set up by their opponent

Probably legal (15t amendment)

Mukraking sites are the most common
“interesting thing” that we identified



Mark Udall = D — CO — Senate
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BECAUSE IF YOU LIKE YOUR SENATOR WHO
VOTED FOR OBAMACARE,
YOU CAN KEEP HIM. PERIOD.
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The We're Back
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BECAUSE IF YOU LIKE YOUR SENATOR WHO
VOTED FOR OBAMACARE,
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Koch Addict

03/19/2014
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To be sure, we realize who and what campaign emails are for

www.marxudall.com




Cory Gardner — D — CO — House

en Energy & Environment Immigration LGBT Rights Seniors Middle Class Press Releases

The Real
CORY GARDNER

Women Middle Class Seniors Energy & Immigration LGBT Rights
Environment

www.realcorygardner.com




Shelley Capito— R — WV - Senate

CONGRESSWOMAN SHELLEY
CAPITO

Hvpocrite and Coward
* WEST VIRGINIA, UNITED STATES

Shelley said that while she agrees with the content of the resolution

against the escalation, she fears that the Democrats may see it as a first

step towards taking away funding from existing troops in the field.

Why don't you just do the right thing, one way or another. The

1

reso

ution said nothing about funding. Either yes or no. Your behavior
leads us to believe that you are just like your Daddy: being whatever

people want him to be for the right price.

Labels:
] S
Shelley to run against Rocketeller? from thi
" S

www.shellycapito.com




www.aimmee4congress.com

Aimee Belgard— R — NJ — State House

Welcome to FreeholderBelgard.com!

The place to get the true story about say-one-thing, do
another, perennial politician Aimee Belgard.

For instance. ..

Belgard said that she wouldn't take a salary as
Freeholder, then she did

Belgard bragged about not raising taxes, then she did.
Again and again and again.




ldentifying Typosquatters

Mitch McConnell = R — KY — Senate

ElectionBuster Scan Results: Alison Grimes — D - KY - Senate

Total run time was (39887.82146000862, 'seconds')
"""""""""""""""""""" 2014 KY Senate Race

http://www.mitchmcconnell.com

http://www.mitchmcconnell.us Results:

http://www.mcconnell2014.com

http://www.senatormitchmcconnell.com http://www.mitchmcconell .org
http://www.senatormitchmcconnell.org

http://www.mitchmcconnall.com HTTP/1.1 302 Moved Temporarily
http://www.mitchmconnell.com Server: nginx
http://www.mitchmcconell.com Date: Mon, 22 Sep 2014 12:43:20 GMT

Content-Type: text/html

http://www.mitchmcconell.org

Content-Length: 154
Connection: keep-alive
Location: http://www.alisonforky.com

http://www.mitchmcconnel.com
http://www.mcconnell2016.com

Attribution is difficult. With WHOIS information redacted,
we have no idea who registered the domain.



Scan is from February 2014

Chris Christie = R — NJ — President

Predicting who will Run

http://www.chrischristie.com
http://www.chrischristie.net
http://www.chrischristie.me
http://www.chrischristie.org

http://www.chrischristie.biz
http://www.chrischristie.us

http://www.chris-christie.com
http://www.chris-christie.net

http://www.chris-christie.org
http://www.chris-christie.info
http://www.chris-christie.us
http://www.chris2016.com
http://www.christie2016.com
http://www.christie2016.net
http://www.christie2016.org
http://www.christie2016.biz
http://www.christie2016.info

http://www.christie2016.us
http://www.chrischristie2016.com
http://www.chrischristie2016.net
http://www.chrischristie2016.me
http://www.chrischristie2016.org
http://www.chrischristie2016.biz
http://www.chrischristie2016.info
http://www.chrischristieforpresident.info
http://www.chrischristie4president.com
http://www.chrischristiedpresident.net
http://www.chrischristie4president.info
http://www.chrischristie4president.us
http://www.chrisforpresident.com
http://www.chrisforpresident.net
http://www.presidentchrischristie.com
http://www.presidentchrischristie.net
http://www.presidentchrischristie.info
http://www.presidentchrischristie.us
http://www.chrischristieforNJ.com
http://www.christieforNJ.com



Scan is from February 2014

l Hillary Clinton — D— NY- President

Predicting who will Run

http://www.hillary2016.com
http://www.hillary2016.net
http://www.hillary2016.biz
http://www.hillary2016.info
http://www.hillary2016.us
http://www.clinton2016.net
http://www.clinton2016.me
http://www.clinton2016.biz
http://www.clinton2016.info
http://www.clinton2016.us
http://www.hillaryclinton2016.com
http://www.hillaryclinton2016.net
http://www.hillaryclinton2016.me
http://www.hillaryclinton2016.org
http://www.hillaryclinton2016.biz
http://www.hillaryclinton2016.info
http://www.hillaryclinton2016.us
http://www.hillaryclintonforpresident.com

http://www.hillaryclintonforpresident.org
http://www.hillaryclintonforpresident.info
http://www.hillaryclinton4president.com
http://www.hillaryclinton4president.org
http://www.hillaryforpresident.com
http://www.hillaryforpresident.net
http://www.hillaryforpresident.org
http://www.hillaryforpresident.biz
http://www.hillaryforpresident.info
http://www.hillaryforpresident.us
http://www.hillary4president.com
http://www.hillary4president.net
http://www.hillary4president.me
http://www.hillary4president.info
http://www.hillary4president.us
http://www.hillaryforpresident2016.com
http://www.hillaryforpresident2016.net
http://www.hillaryforpresident2016.org
http://www.hillaryforpresident2016.biz
http://www.hillaryforpresident2016.info



Phil Gingrey — R — GA — House

Malware

* Found real candidate’s sites distributing
malware

* We alerted candidate via Twitter

GineRmY

@ chrome

The Website Ahead Contains Malware!

NEWS ISSUES ACT CONTACT DONATE

Coogle Chrome has blocked access to gingrey.com for
now.

OBA | | |AOARE Is Even if you have visited this website safely in the past,
BAD MEnlcl NE visiting it now is very likely to infect your Mac with
malware.

LET'S SEND A DOCTOR TO THE SENATE.
Malware is malicious software that causes things like

m identity theft, financial loss, and permanent file

deletion. Learn more

\ m A:v.‘r(l‘:
|

SHARE DR. GINGREY'S
@ EXPRESS DONATE ° PRESCRIPTION TO SAVE Improve malware detection by sending additional data to Coogle when | encounter warnings like this
AMERICA Prive c

acy poiicy




Future Updates

Make Election Buster faster
Statistical analysis

Use computer vision to automatically remove
parked domains from results to make manual

review easier ingemmalas ——
— GoDaddy e i
— Namecheap ey

— Bluehost S

— Hover e~

— Huge Domains




Piping into WHOIS

* We have a giant list of domains — what now?

— Pull down the WHOIS information for each
domain, of course!

* Wrote a tool to parse it — Whoarethey.py

— Relies on Google’s (now deprecated) PYWhols
library

* Found personal information from a variety of
candidates

Available on Github here



Alison Grimes — D - KY - Senate

Personal Information

http://www.alisongrimesdkentucky.us
admin_address1:
admin_address2: []
admin_application_purpose: P2
admin_city: Lexington
admin_country: United States
admin_country_code: US
admin_email:

admin_id: CR146666828
admin_name: Andrew Grimes
admin_nexus_category: C11

admin_phone_number

admin_postal_code:
admin_state_province:
billing_addressl
billing_address2: []

billing_application_purpose: P2

billing_country: United States

billing_country_code: US

billing_id: CR146666829

viting_name: |

billing_nexus_category: C11

registrant_address2: ]
registrant_application
registrant_city:
registrant_country: United States
registrant_country code: US

egistran_emar: [
registrant_id: CR146666826
registrant_name: Andrew Grimes
registrant_nexus_category: C11
registrant_phone_number:
registrant_postal_code:
registrant_state_province:
registrar: GODADDY.COM, INC.
registrar_id: 146

registrar_url: whois.godaddy.com
status: ok

tech_address2:

tech_application_purpose: P2

tech_city: Lexington

tech_country: United States

tech_countr :

tech_id: CR146666827

tech_name: Andrew Grimes
tech_nexus_category:
tech_phone_number:

tech_postal_code:
tech state oprovince: Kentuckv

urpose: P2




PA House Republicans

http://www.repjames.com
creation_date: 2012-11-15 00:00:00

domain_name: ['REPJAMES.COM', 'REPJAMES.COM']

o MOSt Of the PA emails: ['pahouserepublicans@gmail.com’,
. 'pahoBerepublicans@gmail.com’, 'support@dyn.com’]
H ouse Re p u bl 1ICAans expigation_date: 2015-11-15 00:00:00
nayne_servers: ['NS1.P10.DYNECT.NET’,
use the same 'M52.P10.DYNECT.NET', 'NS3.P10.DYNECT.NET',
NS4.P10.DYNECT.NET']
e m a | I to reg | Ste r referral _url: http://www.dyn.com
registrar: DYNAMIC NETWORK SERVICES, INC
doma | nS status: ['clientDeleteProhibited’,

‘clientTransferProhibited’, ‘clientUpdateProhibited’,
'clientDeleteProhibited’]

® Seems Iike a gOOd updated_date: 2014-03-04 00:00:00

. whois_server: whois.dyndns.com
idea

R. Lee James — R — PA — State House

* Here’s an example Rosemary Brown — R — PA — State House

Sheryl Delozier — R — PA — State House

And many more...



Applying to Other Areas

» State, county, local government election sites

* Super PACs

— Act Blue
— Our Country Deserves Better

— American Crossroads

— House Majority

* Other interest groups



’ Act Blue — D — SuperPAC

Act Blue PAC

Fundraising platform for
Democrats

When you push “donate”
on a Democrat's site,

you're probably using Act
Blue’s tech

Kept showing up in scans
No positive results

Ha SR
PACscan v1 Scan Results:

Hi T S
INPUTS = actblue, 2014

Total runtime was (19439.57004904747,
There were 17 positive results.

There were 14147 unique URLs tested.

http://www.actblue.com|

ﬂ .
http://www.actblue.net Real sites

http://www.actblue.org

http://www.atblue.com
http://www.acblue.com
http://www.act4blue.com
http://www.act4blue.net
http://www.act4blue.org
http://www.altblue.com
http://www.altblue.net
http://www.antblue.com
http://www.artblue.net
http://www.artblue.me
http://www.artblue.us



Our County Deserves Better — R — SuperPAC

Our Country Deserves Better PAC

* Large Republican
SuperPAC

* Not as active in 2014

L HHHHHH HHH
* No positive results  pacscanvi scan Results:
HHHHHH
INPUTS = ourcountrydeservesbetter, 2014
Total runtime was (54481.58076405525, 'seconds')
There were 1 positive results.
There were 40754 unique URLs tested.

http://www.ourcountrydeservesbetter.com

\

Real site




MD State Board of Elections

 Saw message below, so
let’s scan it

* Never reviewed the
results for this until Oct
2015

e Still analyzing

Potential phishing alert! Legitimate emails from
the State Board of Elections end with Shady? —
maryland.gov. If you receive an email stating that
it is from "The State Board of Elections” from an
email address that does not end with
maryland.gov, do not open the email and delete it
immediately.

HUHHHE AR R R R R R HE
PACscan v1 Scan Results:

HUAHHH R HE R R R R B TR
INPUTS = elections.state.md, 2014

Total runtime was (78352.55301308632, 'seconds’)
There were 2753 positive results.

There were 31696 unique URLs tested.

http://www.elections.state.md.com

otat

hitn-L s olochaonc omd oro
'I\‘P-,, LA LA L UL LN RN L R R e LR LSS R R A -y ) 6

http://www.elections.state.md.us

http://www.electlons.state.md.com
http://www.electlons.state.md.org
http://www.eiections.state.md.com Real site
http://www.eiections.state.md.org
http://www.electlons.state.md.com
http://www.electlons.state.md.org
http://www.electiOns.state.md.com
http://www.electiOns.state.md.org
http://www.electioms.state.md.com
http://www.electioms.state.md.org
http://www.elections.state.nd.net
http://www.elections.state.nd.org
http://www.elections.state.nd.biz
http://www.313ctions.stat3.md.com
http://www.3I3ctions.stat3.md.org



2016 Presidential Hopefuls



Donald Trump— R— NY — President

THE HUMANITY PARTY

DEMAND REAL CHANGE
FOR AMERICA

It's time to consider a redirection of American law
and justice that reflect modern-day ideals and
realities.

Introducing a new American political party platform that offers a viable
strategic alternative to the American governing system.

The Humanity Party™ calls for a civil uprising demanding real change of
the political status quo, held peacefully and according to law at voting
booths throughout the United States and its Districts during the 2016
Presidential election

Americans can declare that they refuse to continue toleration of a flowed

system, and demand that the United States institute a more humane
government. To rise for change, simply register to vote and at the polling
booth on the day of elections, write in the word ANONYMOUS

Worldwide Humanity Party™-—Creating a New World O...
s from the rough draft

al platform that will be

www.thump2016.com




UBRICKSHAW' 15 REASONS TRUMP

NOT TO VOTE FOR DONALD o EmB&AKE AMERICA GREAT AGAIN!
TRUMP IN 2016

LIVESTREAM Events

ive...Like
Would you ke to see Dor
il Donald ). Trump @ O '
-~ L0 18.. 995 hikes the White Hous
- ’ A

You aren't seriously considering voting for Ronald Trump 2016
Donald Trump, are you? e p—

Don't be an idiot.

Donald Trump is not a viable candidate.

STOP. JUST STOP.

You have a job, right? You have healthcare, right?

Then, don't vote for Donald Trump because all of this will
change.




Carly Fiorina = R— CA — President

Carly Fiorina failed to register this domain.

So I'm using it to tell you how many people she laid off at
Hewlett-Packard.

It was this many:

That's 30,000 people she laid off. People with families.

www.carlyfiorina.org - we removed a few thousand sad faces




Hillary Clinton — D — NY — President

www.hillaryclinton.net




Hillary Clinton — D — NY — President

PRESIDENTIAL CAMPAIGN f¥«?=E
=

OF DONALD EUGENE LOWE
* HOME - }BOUT*. | CONTACT DONATE TOPICS YOU AND ME
™ B

&

e

L

“Believe you can and you're halfway there."

Theodore Roosevelt

Bl .
NSRS o o ron vou

’ ' \'
: "\‘

~ 1Y "
. : '_ ,.' 4
" < @ W ;"-’ / ﬂ &

Ex

WWW.hﬂaryclmton.net




Bernie Sanders — D— VT — President

SERNIE SANDERS, THE INDEPENDENT UNITED STATES SENATOR FROM VERMC
IS ASKING Us IF WE THE PEOPLE wiLL STAND UP For DEMOCRACY IN 20

R Y T 2y

PHOTO CR
STUMPSOURCE, |

www.bernie4prez.org



Bemie For President! e S ANDERS

=3 COURT OF APPEALS

)
ﬂ About Justin  AbouttheCourtof Appeals  News  Volumteer  Contact
e 2P -

It's never to early to start thinking about 2016! Who says Hillary is a shoe in!

Vote Now!

Vermont's junior senator! Bernie Sanders!

LN

P

I@b Bernie Lomax!
¥ K

Elect Bernie Sanders

Who is Bernie

Welcome!

In a large field of presidential contenders,
unqualified for the office they seek, Sen. ¢
most competent of the bunch. Sen. Sand
with a firm understanding of the problems
He offers sound proposals to tackle those

Some have mocked Sen. Sanders as an |
pragmatic idealist - a realist with high idez
American people - who is willing to respoi
concerns faced by ordinary Americans.

Bernie The
Real Peoples
candiiaie For
President
2016

Sen. Bernie Sanders (I) Vermont is a
tireless advocate for working families, the
elderly and the underprivileged. He
supports ending tax cuts for the rich and
corporate tax loopholes which cost our
country Billions of Dollars in lost revenue
each year. Bernie has not been bought by
Big Business and the Very Rich, he would
focus on creating jobs, the environment and
rebuilding America. Bernie is Of the People,
By The People and For the People of the
USA. Bernie Sanders for President 2016.
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Political Domain Registrars

* Registars squat on popular names

Poll 2016

* PoliticalWebNames.com is popular

€« X www.udall2016.com

it Apps . TweetDeck ) TCH [ Guitar ] Open Security [ InfoSec Blogs L Voting L Tech ] Work ] Learr

This domain is for sale - along with a few others outlined below - please contact Joel @ 480-772-1220 or 602-626-7423

CLINTONREID.COM
CLINTONKERRY .COM sve Peonle [ oo

CLINTONSCHUMER.COM

CLINTONLIEBERMAN.COM ~

CLINTONABEDIN .COM - ® S INC = )

CLINTONBOXER .COM

CLINTONPELOSI.COM Home Quir Senices *  Available Domasn Names Online Campaion Tips PAL ADout Us

UDALL2016.COM
pome e st yyww. knightforcongress.com|
e is now Available! b

for your Campaign

You Found This Website...
The Candidate Who Died but J
Whose Good Name Lives On! So Will Your Voters... Congress

Campaign Domain Names: And Your Competitors!
Billboards not Real Estate

You just proved that voters will come here.

Games People Play
® Your Voters want Information about You >
Find a Domain: List of Our * Your Competitors will be Happy to Provide them some on this domain!

L .




Most American Domain

Home  AboutPackingNH  Donate  State House Action  ImportantLinks  2nd Amendment News  Packing Blog  Calendar

}.

)

~ Pafrick Henry

‘Guard with jealous attention the public liberty. Suspect every one
who approaches that jewel Unfortunately, nothing will preserve it
but downright force. Whenever you give up that force, you are
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Common Templates

Lname + Fname :: http://www.barackobama.com
Lname + ‘-’ + Fname :: http://www.chris-christie.com
Fname + year :: http://lepage2014.com
Fname + Lhame + year :: http://johnwalsh2014.com
Fname + ‘for’ + state :: http://alisonforkentucky.com
Fname + Lname + ‘for’ + state :: http://www.edfitzgeraldforohio.com
Lname + ‘4’ + state :: http://www.heckd4nevada.com
Fname + ‘for’ + position :: https://bryansmithforcongress.com
Position + Fname + Lname :: http://www.congressmanbillyoung.com
‘team’ + Fname :: http://www.teammitch.com
‘vote’ + fName :: http://www.voteal.com

 Candidates need to decide which domains to purchase
(e.g., .com, .net, .org, .me, .us)

e Qur tool suggests domains you should purchase and it is being
updated with new templates

Note: Many of these links are now broken.



Conclusions

Much less malicious traffic in 2014 General vs. 2012
Presidential

Our tools and templates can be used by any candidate
to protect their brand from typosquatting

Candidates may want to defensively purchase many of
the templates we list for their own brands

Candidates should not put personal info into the
WHOIS database

Look twice before you donate!
If you want a copy of our data — just ask



Questions?

- @thejoshpit
www.jfranklin.me/ElectionCybercrime
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