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Introduc)on	
  

•  Vo1ng	
  System	
  Cer1fica1on	
  =	
  Art	
  &	
  Science	
  	
  
•  It	
  intersects	
  with	
  many	
  disciplines	
  

Vo1ng	
  
System	
  

Cer1fica1on	
  

Computer	
  
Science	
  and	
  
Engineering	
  

Poli1cal	
  
Science	
  

Sociology	
  

Law	
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Vo)ng	
  System	
  Cer)fica)on	
  Today	
  

•  State	
  elec1on	
  codes	
  and	
  regula1ons	
  vary.	
  
•  High	
  turnover	
  for	
  elec1on	
  officials.	
  	
  
•  Federal	
  requirements	
  and	
  cer1fica1on	
  
prac1ces	
  are	
  different	
  from	
  state	
  
requirements.	
  

•  Some	
  states	
  require	
  federal	
  (EAC)	
  
cer1fica1on,	
  while	
  some	
  others	
  conduct	
  their	
  
own	
  extensive	
  tests.	
  S1ll	
  others	
  rely	
  on	
  tests	
  
done	
  by	
  federally	
  cer1fied	
  tes1ng	
  labs	
  (VSTLs).	
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Our	
  Mo)va)on	
  

•  To	
  abstract	
  from	
  all	
  the	
  complexi1es	
  of	
  vo1ng	
  
system	
  cer1fica1on	
  

•  Provide	
  guidance	
  for	
  new	
  elec1on	
  officials	
  
•  Encourage	
  reciprocity	
  
•  Protocol	
  is	
  general	
  -­‐	
  Yet	
  prac1cal	
  	
  
•  Applies	
  to	
  all	
  levels	
  (e.g.,	
  fed,	
  state,	
  local)	
  
•  Aggregates	
  best	
  prac1ces	
  	
  
•  Can	
  be	
  con1nually	
  revised	
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Examples	
  –	
  Hoosier	
  Hospitality!	
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Defining	
  Vo)ng	
  System	
  Cer)fica)on	
  	
  

•  Most	
  defini1ons	
  are	
  user	
  or	
  loca1on	
  
specific(e.g.,	
  Franklin	
  State	
  BoE)	
  

•  For	
  our	
  purpose	
  we	
  define	
  vo1ng	
  system	
  
cer1fica1on	
  as:	
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“formal	
  approval	
  by	
  an	
  authorized	
  
government	
  agency	
  or	
  cer7fica7on	
  

authority	
  that	
  a	
  vo7ng	
  system	
  complies	
  
with	
  the	
  applicable	
  laws,	
  policies,	
  

standards,	
  requirements,	
  or	
  guidelines.”	
  
	
  



Before	
  we	
  Jump	
  the	
  Gun	
  

•  Prerequisites	
  exist	
  (e.g.,	
  Vo1ng	
  101):	
  
– Vo1ng	
  Technology	
  Educa1on	
  
– Elec1on	
  Administra1on	
  
– Elec1on	
  Law	
  

•  Secng	
  up	
  a	
  Cer1fica1on	
  Program:	
  
– Policies	
  	
  
– Procedures	
  
– Documenta1on	
  

7	
  



Vo)ng	
  101	
  –	
  Elect	
  from	
  the	
  following!	
  	
  

Valuable	
  sources	
  of	
  educa1onal	
  materials:	
  
•  Test	
  Plans	
  and	
  Test	
  Reports	
  	
  
– EAC,	
  state,	
  and	
  local	
  websites	
  

•  Vo1ng	
  Conferences	
  &	
  Organiza1ons	
  
– ACCURATE,	
  EVT/WOTE,	
  Evo1ng.CC	
  	
  

•  Vo1ng	
  and	
  Elec1ons	
  -­‐	
  Website	
  by	
  Douglas	
  W.	
  
Jones	
  

•  Elec1on	
  Administra1on	
  and	
  Technology	
  blogs.	
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Our	
  Generalized	
  Protocol	
  
Six	
  Phases	
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1	
  -­‐	
  Requirements	
  Gathering	
  

2-­‐	
  Applica1on	
  Review	
  

3	
  -­‐	
  Tes1ng	
  

4	
  -­‐	
  Test	
  Results	
  Review	
  

5	
  -­‐	
  Cer1fica1on	
  

6	
  -­‐	
  Post-­‐cer1fica1on	
  Ac1vi1es	
  



Phase	
  1	
  -­‐	
  Requirements	
  Gathering	
  
•  Spans	
  the	
  en1re	
  cer1fica1on	
  process	
  
•  Compile	
  a	
  list	
  of	
  requirements	
  for	
  the	
  vo1ng	
  system	
  
manufacturers.	
  	
  

•  Include:	
  
–  Federal	
  Laws/Policy	
  (e.g.,	
  Accuracy	
  and	
  Accessibility	
  
requirements	
  from	
  the	
  Help	
  America	
  Vote	
  Act,	
  Language	
  
Requirements	
  from	
  the	
  Vo1ng	
  Rights	
  Act)	
  

–  State	
  Laws	
  (Elec1on	
  Code),	
  Policy	
  (e.g.,	
  federally	
  cer1fied	
  
systems,	
  or	
  por1ons	
  of	
  the	
  system),	
  and	
  Direc1ves	
  	
  

–  Local	
  Laws	
  (Elec1on	
  Code)	
  and	
  Policy	
  
•  The	
  list	
  of	
  requirements	
  will	
  become	
  the	
  Requirements	
  
Document	
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Phase	
  1	
  -­‐	
  Requirements	
  Gathering	
  







Divide	
  &	
  Conquer	
  

•  May	
  be	
  useful	
  to	
  divide	
  requirements	
  into	
  
different	
  “classes”	
  and	
  func1onality	
  of	
  vo1ng	
  
systems	
  
– Classes	
  =	
  DRE,	
  OpScan,	
  BMD	
  	
  
– Func1onality	
  =	
  	
  Full	
  face	
  ballot,	
  Voter	
  Verified	
  
Paper	
  Audit	
  Trails	
  (VVPAT)	
  

•  Finally,	
  include	
  a	
  catch-­‐all	
  requirement	
  when	
  
possible.	
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Phase	
  1	
  -­‐	
  Requirements	
  Gathering	
  



Phase	
  2	
  –	
  Applica)on	
  Review	
  
•  Require	
  a	
  System	
  Overview	
  document,	
  which	
  should:	
  

–  Provide	
  a	
  detailed	
  list	
  of	
  components	
  and	
  a	
  descrip1on	
  of	
  the	
  
vo1ng	
  system	
  	
  

–  Iden1fy	
  all	
  versions	
  of	
  the	
  vo1ng	
  system	
  	
  
–  Explain	
  any	
  differences	
  and	
  "family	
  history”	
  a	
  vo1ng	
  system	
  
(i.e.,	
  how	
  it	
  is	
  related	
  to	
  similar	
  vo1ng	
  systems	
  in	
  other	
  states)	
  	
  

–  Technical	
  informa1on	
  such	
  as	
  photographs,	
  technical	
  diagrams,	
  
and	
  possibly	
  source	
  code	
  (in	
  a	
  different	
  deliverable)	
  	
  

–  All	
  previous	
  tes1ng	
  conducted	
  on	
  the	
  system	
  and	
  
documenta1on	
  including	
  Test	
  Cases,	
  Test	
  Plans,	
  Test	
  Reports	
  

•  The	
  applica1on	
  may	
  require	
  an	
  accompanying	
  fee	
  and	
  
costs	
  for	
  cer1fica1on	
  as	
  s1pulated	
  by	
  law.	
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Phase	
  2	
  –	
  Applica1on	
  Review	
  





Checking	
  the	
  Applica)on	
  
•  Check	
  the	
  applica1on	
  for	
  correctness	
  and	
  
sufficiency	
  

•  Prepare	
  an	
  Applica7on	
  Check	
  Sheet	
  	
  
•  Compare	
  applica1on	
  informa1on	
  with	
  the	
  
Requirements	
  Document.	
  	
  

•  Use	
  the	
  Applica7on	
  Check	
  Sheet	
  to	
  determine	
  if	
  
this	
  system	
  is	
  ready	
  for	
  tes1ng.	
  	
  

•  If	
  a	
  method	
  or	
  feature	
  is	
  not	
  allowed	
  in	
  your	
  state	
  
or	
  jurisdic1on,	
  you	
  may	
  want	
  to	
  eliminate	
  the	
  
system	
  from	
  considera)on.	
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Phase	
  2	
  –	
  Applica1on	
  Review	
  



Phase	
  3	
  –	
  Tes)ng	
  

•  Sound	
  tes1ng	
  requires	
  a	
  pre-­‐determined	
  
series	
  of	
  ac1ons	
  to	
  achieve	
  repeatable	
  results	
  

•  Develop	
  general	
  and	
  specific	
  test	
  cases	
  and	
  
scripts	
  for	
  unique	
  features	
  of	
  the	
  system	
  
under	
  test	
  

•  Test	
  the	
  vo1ng	
  system	
  against	
  general	
  pass/
fail	
  test	
  cases	
  or	
  scripts	
  created	
  for	
  all	
  vo1ng	
  
systems.	
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Phase	
  3	
  –	
  Tes1ng	
  





Test,	
  Modify,	
  Document	
  –	
  ad	
  nauseum	
  

•  Use	
  test	
  results	
  to	
  modify	
  the	
  next	
  test	
  cases	
  
that	
  are	
  planned.	
  	
  

•  Document	
  the	
  results	
  of	
  each	
  test	
  
•  Review	
  and	
  use	
  federal	
  and	
  state	
  Test	
  Reports	
  
when	
  available	
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Phase	
  3	
  –	
  Tes1ng	
  



Phase	
  4	
  –	
  Test	
  Results	
  Review	
  

•  Review	
  all	
  results	
  and	
  documenta1on	
  
generated	
  from	
  the	
  test	
  campaign.	
  

•  Discuss	
  the	
  test	
  results	
  with	
  other	
  elec1on	
  
officials	
  with	
  similar	
  systems.	
  

•  Review	
  the	
  Requirements	
  Document	
  again.	
  	
  
•  Deficiencies	
  will	
  arise	
  and	
  more	
  tes1ng	
  may	
  
be	
  required	
  prior	
  to	
  gran1ng	
  cer1fica1on.	
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Phase	
  4	
  –	
  Test	
  Results	
  Review	
  



Phase	
  4	
  –	
  Discussion	
  

•  This	
  is	
  another	
  1me	
  to	
  consider	
  failing	
  the	
  
system	
  and	
  not	
  moving	
  forward.	
  	
  
–  If	
  the	
  system	
  does	
  not	
  meet	
  the	
  Requirements	
  
Document	
  or	
  if	
  alarming	
  situa1ons	
  arose,	
  seriously	
  
consider	
  this	
  op1on.	
  	
  

	
  

The	
  cer-fica-on	
  authority	
  accepts	
  a	
  large	
  
amount	
  of	
  the	
  risk	
  by	
  cer-fying	
  a	
  vo-ng	
  

system.	
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Phase	
  4	
  –	
  Test	
  Results	
  Review	
  



Phase	
  5	
  –	
  Cer)fica)on	
  

•  When	
  all	
  requirements	
  are	
  sa1sfied	
  it	
  is	
  1me	
  
to	
  decide	
  whether	
  or	
  not	
  to	
  cer1fy	
  	
  the	
  vo1ng	
  
system.	
  

•  If	
  the	
  decision	
  is	
  made	
  to	
  move	
  forward	
  with	
  
cer1fica1on,	
  approval	
  documenta1on	
  is	
  
created	
  and	
  issued.	
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Phase	
  5	
  –	
  Cer1fica1on	
  



How	
  do	
  I	
  know	
  what	
  “cer)fied”	
  is?	
  

•  Create	
  a	
  Scope	
  of	
  Cer7fica7on	
  including:	
  
– All	
  versions	
  of	
  hardware,	
  soqware,	
  and	
  	
  firmware	
  
– Names	
  and	
  unique	
  iden1fiers	
  of	
  all	
  COTS	
  products	
  
– Titles	
  of	
  all	
  documents	
  cer1fied	
  with	
  the	
  system,	
  
including	
  the	
  technical	
  data	
  package	
  

– The	
  approved	
  configura1on(s)	
  of	
  the	
  vo1ng	
  
system	
  

– System	
  limits	
  
– Any	
  other	
  items	
  of	
  note	
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Phase	
  5	
  –	
  Cer1fica1on	
  







A	
  Whip	
  of	
  the	
  Pen	
  

•  Create	
  cryptographic	
  hashes,	
  or	
  digital	
  
fingerprints,	
  of	
  each	
  piece	
  of	
  soqware	
  and	
  
document.	
  

•  Mandate	
  system	
  iden1fica1on	
  tools	
  (soqware	
  
and	
  documenta1on)	
  to	
  assist	
  with	
  system	
  
valida1on	
  

•  Aqer	
  all	
  required	
  documenta1on	
  is	
  received,	
  
formally	
  cer1fy	
  the	
  vo1ng	
  system.	
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Phase	
  5	
  –	
  Cer1fica1on	
  



Phase	
  6	
  –	
  Post-­‐cer)fica)on	
  Ac)vi)es	
  

•  The	
  cer1fica1on	
  authority’s	
  du1es	
  are	
  not	
  
finished	
  once	
  a	
  system	
  is	
  cer1fied	
  

•  Compliance	
  means	
  con1nuous	
  monitoring	
  of	
  
the	
  system	
  

•  Check	
  back	
  on	
  a	
  regular	
  basis	
  with	
  users	
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Phase	
  6	
  –	
  Post-­‐cer1fica1on	
  Ac1vi1es	
  



It	
  ain’t	
  over	
  …	
  

•  Monitor	
  any	
  updates	
  and	
  technical	
  advisories	
  
from	
  the	
  vo1ng	
  system	
  manufacturer.	
   	
  	
  

•  Con1nue	
  discussing	
  the	
  cer1fied	
  system	
  with	
  
other	
  elec1on	
  jurisdic1ons,	
  including	
  other	
  
states	
  using	
  similar	
  systems	
  or	
  configura1ons.	
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Phase	
  6	
  –	
  Post-­‐cer1fica1on	
  Ac1vi1es	
  



The	
  Times	
  They	
  Are	
  A-­‐Changin’	
  

•  Be	
  aware	
  of	
  poten1al	
  risks	
  to	
  the	
  vo1ng	
  
system.	
  

•  Updates	
  and	
  changes	
  to	
  the	
  cer1fied	
  system	
  
will	
  be	
  necessary,	
  but	
  any	
  change	
  to	
  the	
  
system	
  must	
  meet	
  the	
  Requirements	
  
Document	
  	
  

•  At	
  1mes	
  tes1ng	
  is	
  necessary	
  for	
  larger	
  
changes,	
  which	
  may	
  require	
  recer1fica1on.	
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Phase	
  6	
  –	
  Post-­‐cer1fica1on	
  Ac1vi1es	
  



Wrap-­‐Up	
  

•  Vo1ng	
  system	
  cer1fica1on	
  is	
  complex	
  
•  No	
  system	
  will	
  be	
  problem	
  free.	
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1	
  -­‐	
  Requirements	
  Gathering	
  

2-­‐	
  Applica1on	
  Review	
  

3	
  -­‐	
  Tes1ng	
  

4	
  -­‐	
  Test	
  Results	
  Review	
  

5	
  -­‐	
  Cer1fica1on	
  

6	
  -­‐	
  Post-­‐cer1fica1on	
  Ac1vi1es	
  



Some	
  Assembly	
  Required	
  

•  Vo1ng	
  system	
  cer1fica1on	
  is	
  con1nually	
  
evolving	
  

•  The	
  protocol	
  can	
  be	
  used	
  as	
  a	
  founda1on	
  
•  Modifica)ons	
  to	
  the	
  process	
  should	
  be	
  made	
  
•  New	
  methods	
  of	
  tests	
  arise	
  as	
  best	
  prac1ces	
  
emerge	
  from	
  new	
  research	
  and	
  the	
  
coordinated	
  ac1ons	
  of	
  elec1on	
  officials.	
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This	
  means	
  you	
  



Outstanding Issues (Baseries	
  not	
  included!) 
•  Other	
  important	
  vo1ng	
  system	
  cer1fica1on	
  
issues	
  include:	
  	
  
– Commercial	
  Off	
  The	
  Shelf	
  (COTS)	
  components	
  
Engineering	
  Change	
  Orders	
  (ECOs)	
  

– Large	
  modifica1ons	
  of	
  the	
  vo1ng	
  system	
  
– Reuse	
  of	
  previous	
  tes1ng	
  
– Decer1fica1on	
  prac1ces	
  (Right	
  Jessica?)	
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Final	
  Remarks	
  

•  Email	
  us	
  for	
  the	
  full	
  paper	
  with	
  examples	
  and	
  
templates.	
  	
  

•  Hopefully,	
  by	
  using	
  this	
  protocol,	
  elec1on	
  
jurisdic1ons	
  can	
  begin	
  to	
  standardize	
  on	
  
vo1ng	
  system	
  cer1fica1on	
  to	
  ensure	
  
reciprocity	
  of	
  cer1fica1on.	
  	
  

•  This	
  can	
  reduce	
  costs	
  while	
  raising	
  the	
  bar	
  of	
  
vo1ng	
  system	
  integrity.	
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Ques1ons?	
  

Sta te 	
  Ce r1fica1on 	
  Tes1ng 	
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Sy s tems 	
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   Con fe rence 	
  

•	
  

•	
  

•	
  


